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1. HEJIX U 3AJAYU OCBOEHU A JTUCIUITIJIMHBI

Leabi0 ocBOeHMSI AUCHMIIMHBI SBISETCS IMOArOTOBKA OOYYAIOIIMXCA K PEIICHHIO 337134
po(heCcCHOHABHON JISSITETLHOCTH B OOJACTH CETEBBIX TEXHOJIOTHH IO HANPABJICHUIO IMOJTOTOBKH
09.03.01 «Uudpopmatuka  u BBIYHMCIIUTENbHAS TEXHUKa» (npoduib HOJATOTOBKHU:
«ABTOMAaTU3UPOBAHHBIE CHCTEMBl OOpa0OTKM WHPOPMALMU H  YIPABICHHUSI») TOCPEICTBOM
obecrieyeHns 3TanoB (HopMUPOBaHHS KoMMeTeHIH, npexycMoTpeHHbBIX OI'OC u ycTaHOBIEHHBIX
nmporpamMmoii 0akajaBpuaTa Ha OCHOBE NMPO(ECCHOHATBHBIX CTaHIAPTOB, B YacTH NPEICTaBICHHBIX
HWKE 3HAHUM, YMEHUH U HAaBBIKOB.

3agaun  AUMCHMIVIMHBI. U3YyYUTh TOHATUHHBIA  anmapar  JUCHUIUIMHBI, OCHOBHBIE
TCOPETHICCKUC IIOJIOKECHHUSA U MCTOAbI CETEBBLIX TGXHOHOFHI;'I, O3HAKOMUTH 06yqa101111/1xca C
aﬂpecauneifl CCTCBOT'O YPOBHA U CCTCBBIMU MIPOTOKOJIAMHU, OCHOBAMH MaplIpyTu3dalvuu, TCXHOJIOTUAMUN
TJI0O0ATBHBIX CETeW, JaTh MPEJICTaBICHHE O MPOTOKOJIAX MPHUKIAJTHOTO YPOBHS, TEXHOJIOTHSIX
OECIIPOBOJIHBIX ~ CETEH, pPacCMOTPETh BOIMPOCHI TPOSKTUPOBAHMS, MOHHUTOPWHTA U  aHaJIW3a
KOMIIBIOTCPHBIX CCTCﬁ, O3HAKOMUTH O6yanOHIHXC${ C MNPOMBIIIJICHHBIMU CE€TAMH, COBPEMCHHBIMU
CETeBBIMH TEXHOJIOTHSIMHU, 0a30BbBIMU NPUHIUMIIAMA W apXUTeKTypoll VIHTepHera Bellew,
CCbOpMI/IpOBaTI) YMCHHA W TNPUBUTH HABBIKKM NPHUMCHCHUA TCOPECTHUYCCKUX 3HaHUU IJId pCHICHUA
HpOCbeCCI/IOHaJ'II)HBIX 3aaa4, TaKhuX KaK CETMCHTHUPOBAHUEC CCTH, HaCTpOﬁKa COCOANHCHUA HO)ICeTeﬁ
yepe3 MapHIpyTHU3aToOpbl, KOH(UTYpUpPOBAaHUE CIHCKOB YIPaBJICHUS JIOCTYIOM; HAcTpoMKa
JMHAMHYECKOM M CTaTUYECKOW MapLIpyTH3aluH, KOH(QUTYpUpOBaHUE, HACTPOWKA U pa3BepThIBAaHHE
CETEBBIX CEPBUCOB M CIY)KO; pa3rpaHUYCHHE JIOCTYNa K CETEBBIM pecypcaM, CIy:K0aM U cepBHCaMm;
KOH(GHUTYPHUpPOBaHKE U HACTPOiiKa OecrpoBoaHO# cetrt Wi-Fi; mporpaMMupoBaHue KIHEHT-CEPBEPHBIX
CETEBBIX MPHJIOKEHHI; KOHQUTYPUPOBAaHUE CETEBON MHPPACTPYKTYPHI «YMHOTO JOMa; MOHHTOPUHT
W aHaJiu3 CeTeBOro Tpaduka.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OII BO

Z[I/ICI_[I/IHJ'II/IHa «CeTeBBle TEXHOJIOTHH» OTHOCHTCA K qacCTu, (bOpMpreMOﬁ Y4aCTHHKaMHU
06p330BaTeJ'IBHBIX OTHOIIICHUH.

JlanHast AMCUMILIMHA HampaBieHa Ha (opMUpoBaHUEe MpodeccuoHanbHbIX KommneTenuuii [1K-
4, TIK-7 u 6a3upyercs Ha nucuuIuinHe «JIoKambHbIe BEIYUCIUTENBHBIE CETHY.

[lepeueHs mocaenyOMUX TUCHUIUIMH, U1 KOTOPBIX HEOOXOMMbI 3HAHUS, YMEHHS U HABBIKU,
(dbopMupyemblie TaHHOU JUCIUILTAHOMN:
3amuTa HHPOPMAITUH.

Taxxke nucruIuIMHA SABISETCS PYHAAMEHTOM IS ClAeAyromux npaktuk u [ UA:
[IpoekTHO-TEXHOIOTNYECKasl MPAKTHKA,

[IpenaumnioMHas MpaKkTHUKa,

[ToaroToBka K 3aIyTe U 3aIIUTa BEITYCKHON KBaNU(UKAITMOHHON PabOTHI.
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3. TPEBOBAHMUS K PE3YJIBbTATAM OCBOEHMUSA JUCIIUIIJIMHbI

OcBoeHune TUCIUILIMHBI HAIIPaBJIEHO HA (OPMHUPOBAHUE DJIEMEHTOB CIIEIYIOLIINX KOMIIETECHIUHA
B cootBercTBUU ¢ PT'OC BO u OII BO no naHHOMY HarpaBi€HHIO OATOTOBKH:

Ilepeuens mIaHUpyeMbIX pe3yJIbTATOB 00y4eHHs N0 JMCHHILIHHE (MOAYJII0),
COOTHECEHHBbIX C HHAMKATOPAMM JOCTHKEHHS] KOMIIeTeHIIUMH

Komnerenuus NuaukaTopsl 10CTHIKEHUS Pe3yabTaTnl 00yueHus
KOMIIeTEeHIM I

[1K-4. Cnocoben [IK-4.1 IIpoektupyet 3Haer:
BBIMOJIHATh PA0OThI | BHIYUCIUTEIbHBIC CETH - MIPOTOKOJIBI CETEeBOTO u
0 MTPOEKTHPOBAHUIO TpaHCHOPTHOTO ypoBHEH moaenu OSI;
u - CTPYKTYypY, 000OpyJIOBaHHE, TUIBI H
aIMHHUACTPHPOBAHUIO TEXHOJIOTUH TJI00aTBHOM CeTH;
BBIYMCITUTEIBHBIX - MIPOTOKOJIBI CEaHCOBOTO,
cerei NPEJCTaBUTEIBCKOTO U TPHUKIATHOTO

ypoBHeii mosienn OSl;
- THIIOBBIE APXUTEKTYPHI CETEBBIX

IPUIIOKEHNN;

- TEXHOJIOTHH 0ecrpoBOTHOM
rnepenavyu JaHHbIX;

- ATaIbl u AITOPUTMBI
MPOEKTUPOBAHUS CETEH CceMeicTBa
Ethernet;

- OCHOBBI ITPOMBIIIJICHHBIX CETEH;

- 0a30BbIC TPUHIIMIIEI U APXUTEKTYPY
Wurepnera sereii (10T);

- OCHOBBI CETE€M  MOCIEIYIOLINUX
nokosjeHuit (NGN) u Oyaymux ceteit
(Future Networks).

VYmeer:

- ckoH(urypupoBath cepsuc DHCP,
HacTpouTh ciyx0y FTP, HacTtpoutsb
Web-cepBrc, mMOCTpPOUTH TOYTOBYIO
cnyx0y, CKOH(MUTYPHPOBATH CIYXKOy
DNS;

- pOrpaMMHUPOBATh nepeaavqy
UHPOPMALIUU TIO CETH.

Bnaneer:

- HaBBIKAMH DPa3BEPTHIBAHUS CETEBBIX
CIIY’K0 U CEepBHCOB;

- TEXHOJIOTHUSMHU TMPOTPAMMHPOBAHUS
KIIUEHT-CEPBEPHBIX CETEeBBIX
MIPUIIOKEHUH;

- OCHOBaMH  KOH(UTYpUPOBaHUS
CeTeBO MH(PACTPYKTYpPBl «YMHOTO

JIOMay.
[1K-4.2 AnmuHHCTpUpYET 3HaerT:
BBIUHCIIUTENbHBIE CETH - (popmaT u Tunsl IP-anpecos;




CMONEHCKHA
Hanpaenenue noocomoexu 09.03.01 « Uugpopmamura u ebruucaiumenbHas MexHuKay (¢ @uinan

<

Tlpoguns noocomosxu « Aemomamuzuposarnrvle cucmemsvl 06padOMKU UHGOpMAYUU U YAPABTICHUS» SN |

PIIJ] F1.B.08 «Cemesgvle mexnonocuu» vMan_
- [IPUHIUIIBI u IIPOTOKOJIBI
MapIIpyTU3aluy;

- CcpeAcTBa MOHUTOPUHIA M aHalIM3a
KOMIIBIOTEPHBIX CETEM;

- MHCTPYKIMM TIO  YCTaHOBKE
aJIMUHUCTPUPYEMBIX CETEBBIX
YCTPOWCTB;

- METPUKHU IPOU3BOAUTEIBLHOCTU
aIMUHUCTPUPYEMOH CETH.

YmMmeer:

- HACTPOUTH MAPUIPYTHI JJIS IIepelaun
MAKETOB MEX]y CETSIMU;

- HacTpOUTh OECHpPOBOJHYIO CETh Ha
ocHoBe Wi-Fi wmapmipyruzatopa ¢
BBIXOJI0M B Internet;

- MOJIY4YUTDH CTaTUCTUKY 110
pacrpe/ieIeHHIO CeTeBOro TpaduKa Mo
IPOTOKOJIaM,  TPOBECTH  aHAJIU3

CeTeBBIX 0JIOKOB JTaHHBIX;
- HACTPOUTh CETEBOE MPOTPAMMHOE

oOecreuecHuUeE.

Bmaneer:

- HaBBbIKaMH HaCTPOUKH
IUHAMHYECKOU U CTaTHUYECKOU
MapHIpyTH3aINH;

- OpueMaMH  KOH(UTYpHPOBaHHS
6ecripoBoanoii cetr Wi-Fi;

- HaBBHIKAMH MOHHTOPHHIA CETEBOTO
TpadMKa U UCCIEI0BAaHUS IPOTOKOJIOB
ICMP, UDP u TCP.

[IK-7. Criocoben [TIK-7.1 ITpumeHseT MeTO b 3Haer:
MIPUMEHSTHh METO/IbI 3aIuThl HHPOpMAaIUU B - o0mue TIPUHITUTIBI
3aIUTEI UH()OPMAITMOHHBIX CUCTEMAX (GYHKITMOHUPOBAHUS armapaTHBIX,
nHpopManuu u MIPOTrpaMMHBIX u MIPOrpaMMHO-
YIPaBIATh arnmapaTHBIX CpENCTB
0€30I1aCHOCTBIO B aIMUHUCTPUPYEMOM CETH;
MH(POPMAITMOHHBIX - OCHOBHBIE METOABLI CErMEHTAIUuU
cucTeMax ceTeBoro Tpaduka;

- TEXHOJIOTHH pasrpaHUYCHHS

JIOCTYIIA K CETEBBIM pecypcam.

YmMmeer:

- BBIIIOJTHUTH CCTMCHTAILIUIO CCTH
- IMPOBCCTHU AHAJIN3 CETCBOT'O Tpa(bI/IKa

Ha peaMeT BBISIBIICHUS
MOTEHIMAIbHO ONACHBIX ITAKETOB.
Bnaneer:

- HaBbIKaMu pa3OueHuss CceTH Ha
MOJICETH;

- HaBbIKAMHM HACTPONKU COEAMHEHUS
NOJICETEN Yepe3 MapLIPyTU3aTOPBIL.
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[IK-7.2 Yupapnsier 6e301MacHOCThIO | 3HAET:

B MH(OPMAIMOHHBIX CHCTEMAaxX - HMHCTPYKLHMH II0 OJKCIUIyaTaluu
aIMUHUCTPUPYEMBIX CETEBBIX
YCTPOWCTB;

- Ha3HAu€HHWE, THIBI W CIIOCOOBI
CO3/IaHUSl  CIIMCKOB  YIPaBJICHUS
noctynom (ACL-cruckoB);

- METOJBI 3alIUTHI CETEBBIX CIYkKO U
CEpBUCOB OT HECAaHKIIMOHHUPOBAHHOTO
J0CTyna.

YmMmeer:

- HACTPOUTHh CIUCKH yIPABICHHS
noctynom (ACL-criuckwm);

- HACTPOWTH  YUYETHBIC JIaHHBIE
aJIMUHUCTpATOpa W TIOJB30BaTeNei
CETEBBIX CIY’KO U CEpBUCOB;

Bmaneer:

- MpUEeMaMHU pPa3TPaHUYCHUS JOCTYyIa
K CETEeBBIM pecypcaM, chyxk0aM u
CepBHUCaM.

- HaBBIKAMM HACTPOMKH CpEICTB
NPEJIOTBPAICHHS aTaK B CETH.
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4. CTPYKTYPA U COAEP)KAHUE JUCIUIIJIMHBbI

CTpyKTypa AMCUMILIMHBI:

Cewectp 5

Cemectp £

<
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OBO3HAYEHMUSI:

Buabl npoMexyTOUYHOM aTTecTanuu (BUIbI KOHTPOJIS):
OK3 - DK3aMEH;

3a0 - 3a4er c OICHKOM;

3a — 3auer.

Buawbi pador:

KonTakT. — KOHTakTHas paboTa 00y4aroIIUXCs C MPENo1aBaTelIeM;
JIex. — NeKIIMOHHBIE 3aHITHS;

Jla6.— nabopaTopHbIie pabOTHI;

[Ip. — npakTUYeCKuE 3aHATUS;

KPII — kypcoBas paboTa (KypcoBOIl POEKT);

PT'P — pacuetHo-rpaduueckas padorta (pedepar);

CP — camocrosiTensHas paboTa CTyJCHTOB;

3.6.— 00beM TUCIHUILIMHBI B 3aU€THBIX €IUHUIIAX.
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Coz[epﬂcaﬂne AUCIHHUIIJINHBI

No HaumeHoBaHHe BUIOB 3aHATHI H TEMATHK, CO/IePKaAHNE

1 Jleknmonusle 3agatust 15 mit. mo 2 4aca:
1.1. CereBoit u TpancnopTHbiii ypoBHH Mozaenu OSI. Crexu cereBbix mpotokosoB TCP/IP,
IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI. Habop mpotokonoB TCP/IP. MexcereBoit
npoTtokoi [P.
1.2. Ilporokosn oOMmeHa ympapistomumu cooOueHusmu [CMP. IIpoTtokonbl TpaHCIOPTHOTO
ypoBuasi UDP, TCP.
1.3. ®opmar u THnmel anpecoB IPv6. dopmupoBanue wuaeHTH(HUKaTOpa uHTEp(eiica.
[TnanupoBanue nmoxacereit [IPv6. OtobOpakenue duzndeckux aapecoB Ha [P-aapeca: mpoToKoIBI
ARP u RARP.
1.4. Mapuipyruszanuss 1 aBTOHOMHbIE cucTeMbl. [IpuHiunsl Mapmpyruzanuu. CraTudeckas U
JUHaMH4Yeckas Mapuipytusanus. [IpoTokonbl AHHaAMUYeCKOM MapIIpyTHU3aLINH.
1.5. OcHOBHBIE TOHSATHS W ONIPEIENIEHHUS, CTPYKTypa MU OOOpyIOBaHUE TIJI0OATBLHOM CETH.
KoMMmyTtatopsl 1 MapiipyTu3aTopsl I100adbHbIX CeTel, yAaJeHHbIE MOCTbI, MYJIbTUIIIIEKCOPBHI.
1.6. Tunbl u TexHONOTUHU THOOANBHBIX ceTell. CeTu ¢ BBIJCIICHHBIMU KaHaitamu cBsizu. CeTu ¢
KoMMyTanuen kaHajoB. CeTu ¢ kommyTanuei nakeroB. IlnesmoxponHas mudpoBas uepapxus
PDH. Cunxponnas uudposas uepapxuss SDH. Crtpykrypa u Texnomoruu cetu X.25. Ceru
Frame Relay. Texuonorus ATM. IP-ceTw.
1.7. CeaHCOBBI, TpeACTaBUTENCKUH H TpukiagHoi ypoBHH Moxaernn OSI. [puxmagHoit
ypoBenb Mojsienin TCP/IP. CereBble CiTy»KObI U CEPBHCHI.
1.8. OrobpaxeHne CHMBOJIBHBIX ajpecoB Ha [P-agpeca: cmyx6a DNS. Apromaruzanus
KoH(puUrypupoBanus ceTeBbIx HHTepdeiico, mporokos DHCP.
1.9.  CereBbie mnpuinoxenus. OnpHopaHroBas, (aii cepBepHass W KIHEHT - CEpBEpHAs
ApPXUTEKTYPhl CETEBbIX MPUIIOKEHNUN. THUMOBBIE CTPYKTYPHI KIIMEHTCKUX MPHIIOKEHHH.
1.10.  BecmpoBomHble cpenasl mepenavyr AaHHbIX. CUTHAIBI IS Tepefadd HWH(OpPMAaIlUH.
Mopynsuus curnanoB. [IpomyckHass cmocoOHOCTH KaHayma. MeToabl JoCTynma K cpele B
OecTpoBOIHBIX ceTsAX. TexHoIorus pacimmpeHHoro crnekrpa. becnpoBoansie cetn WiFi.
1.11. IIpoextupoBanue cereii cemeiictBa Ethernet.
1.12. Knaccudukarus cpeiIcTB MOHUTOPHHIa M aHaIW3a. AHAIN3aTOPhl CETEBBIX MPOTOKOJIOB.
CereBble ananu3atopsl. KaGenbHble CKaHEpbl U TECTEPHI.
1.13. Tlonsrue u oGnactu mpuMeHeHHUs1 cucTeM peanbHoro Bpemenu (CPB). IlpomebinieHnbie
cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP. CereBas uH}pPACTPyKTypa
MIPOMBIIIIIEHHOTO npeanpusatus. Muayctpus 4.0, MHTEIIEKTyalbHOE TPOU3BOJICTBO.
1.14. Wnrepuer Bemieit (10T). bazoBbie npuHIMIBL. ApXUTEKTYpa.
1.15. Ceru mnocaenyromux mnokoneHnid (NGN). OcoOeHHOCTH (QYHKIIMOHMPOBAHHUS H
apxutektypa cereii NGN. MynbTUIIPOTOKOJBbHAS TpaHCIOpTHAs ceTh. bynymue ceru (Future
Networks).

2 JlaGopaTopHbie paboThl 7 MIT. 10 4 yaca 1 1 mT. mo 2 Jaca:
2.1. CermeHTalUs CETH U pa3rpaHUYCHUE JOCTYIA K CETEBBIM PECYPCaM.
2.2. Hactpoiika cTaTH4ecKoi MapuipyTH3aluu.
2.3. lunamudeckasi MapIIpyTU3aliu.
2.4. KondurypupoBaHue CETEBbIX CEPBHUCOB.
2.5. Pa3paboTKa KIMEHT-CEPBEPHBIX CETEBBIX MPUITOKEHHI.
2.6. Kondurypuposanue decripoBoanoit cetu Wi-Fi.
2.7. MOHUTOPHHT CeTeBOro Tpaduka.
2.8. Kongurypuposanue cereBoit uHppacTpyktypsl loT («yMHOTO 1OMay).

3 | CamocrosTenbHas padoTa CTY/I€HTOB:
3.1. IToaroToBka K 3amure J1abopaTopHBIX padoT.
3.2. CaMOCTOATENILHOE U3YYEHUE TEOPETUYECKUX MATEPHUAJIOB T10 CIEAYIOLUIUM BOIIPOCAM.
[P-nefirarpamma. IIpotoxon NDP.
JIMCTaHIIMOHHO-BEKTOPHBIE MTPOTOKOJIBI MAPUIPYTH3AIUHU. TEXHOIOTUN YINIOTHEHHS ONTHUYECKUX
kanaiioB CWDM, DWDM u HDWDM.
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Pacnipenenennbie cereBbie mpuioxeHus. CeMEHCTBO CTaHIApTOB OECHpPOBOIHBIX JIOKAIBHBIX
cereit IEEE 802.11x.

Br160p ceTeBoro 060pynoBaHMs 10 SKOHOMUYECKAM U TEXHUYECKUM KPHUTEPHSIM.
Pacnipenenennbie  cuctembl  ympaeienusi, SCADA-cuctembl, mnpombliiuicHHbIH — Ethernet.
[Noanepxkka kxauectBa ycayr B cerax NGN. Texunonorus MPLS. Bupryanuszanus B Oyaymmx
ceTsx, BupTyanbHas cetb LINP.

3.3. [ToaroToBka K SK3aMeHy 10 AUCUUILINHE (OLIEHOYHBIE MaTepHabl PUBENICHBI B paserne 6
Hacrosen PITJT).

Texkymuii KOHTPOJIb:
- IPOBE€pKa KOHCIICKTOB J'ICKIIPIfI N JOMNOJHHUTECIBHBIX TCOPETUUCCKUX MATCPUATIOB,
- MPOBEPKa OTUYETOB I10 JTA00PATOPHBIM paboTam;
- 3amuTa JJabopaTopHBIX padoOT.

Pe3ynbrarhl Tekymero KOHTPOJIS (PUKCUPYIOTCS C MCIOJIB30BAHHEM TPEXOAILHON CUCTEMBI
(0, 1, 2) npu npoBeAeHUN KOHTPOJIBHBIX HEAEb M0 Tpaduky (uanaia B TEUEHHE CEMECTPA, a TAKKE
YUUTBIBAIOTCA HOPEnogaBaTciieM IPU OCYHICCTBJICHUU HpOMe)KYTOqHOﬁ aTTecTalluu I10 H&CTO?IHIC?I
JUCIUTIINHE.

5. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

Tabnuia - O6pazoBarenbHbIE TEXHOJIOTHUH, UCTIOIb3YEMbIE MPU PEATU3ALUU Pa3INYHbIX BUJIOB
y4eOHBIX 3aHATHH N0 AUCHUILUINHE

No | Buapl yueOHBIX 3aHATHI OO6pa3zoBarenbHbIC TEXHOJIOTHU
/T
1 Jlexuun Knaccuueckast (TpaaunuvioHHasi, WH(OpPMAIMOHHAs) JIEKIHS B

dbopmaTe MyITbTUMEIUNHBIX TPE3CHTAIIHH.

2 JIabopaTopHble pabOTHI TexHonorus BBITIOJTHEHUS 71a00paTOPHBIX 3aJlaHu’
VH/IMBUYaJIbHO.

TexHonorus MPoOIEMHOT0 00YYEHHUST Ha OCHOBE aHAIIN3A
Pe3yabTaTOB JIA0OPATOPHOU PaOOTHI: MHANBHYAIbHBII OTIPOC,
NpeJICTaBJICHUE CTYICHTOM PE3yJIbTaTOB JabopaTopHOii paboThI B
dbopme oTueTa.

3 CamocrosiTenbpHas paboTta HNudpopmaiioHHO-KOMMYHUKAITMOHHBIE TEXHOJOTHH (JIOCTYIl K
ctyaeHtoB (BHeayauTopHas) | DUOC dunmana, k ObC dunmana, noctyn Kk MHPOPMAIMOHHO-
METOJMUECKUM MaTepuaiaM 10 JUCIUILTHHE).

4 KonTtpons (nmpomexyrounas | TexHOIOTHs yCTHOTO ompoca.
aTTeCTaIHs: SK3aMCH)
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6. OUEHOYHBIE MATEPHUAJIBI 1J151 TEKYILET'O KOHTPOJISI U
MMPOMEKYTOYHOI ATTECTAIIAM — JIVISI OEHKN KAYECTBA OCBOEHUS
JUCHUIINHDI

K HpOMe)Ky’l'O‘-IHOﬁ arrecralun CTYACHTOB 10 AUCHUIUIMHE MOT'YT IIPUBJICKATHCA
npejAcTaBuTeNM  paboTojaresieii, IMpernojaBaTeNd  MOCICHYIOIIMX  JUCIUIUIMH, — 3aBEIYIOIINE
kadempamm.

OHGHKa KadueCTBa OCBOCHUA NUCHUIIJIMHBI BKIIFOHACT KaK TGKYHH/Iﬁ KOHTPOJIb YCIICBACMOCTH,
TaK U MPOMEXYTOYHYIO aTTECTAIIUIO.

OHGHOLIHBIG Cp€acTBa TCKYIICTO KOHTPOJIA YCIIEBACMOCTH:

Bormpocs! u1st 3amuThl 1a60paTopHON paboThI
«CerMeHTaIus CeTH M pa3rpaHMYeHUE JIOCTYIA K CETEBBIM pecypcam»

1. Yro Takoe cermeHT cetu, nojcers? [1o kakuM nmpuuuHaM 1enecooOpa3Ho MPOU3BOANTE pa3OreHHe
CEeTH Ha mojceTu?
Kakne MeTopl cerMeHTaIu ceTH BB 3HaeTe?
Kaknm 00pa3oM ocyriecTisieTcst pa30MeHHe CETH Ha MOJICETH € TIOMOIIBI0 MacKu?
Kax onpenenuts He0OX0AMMO€ YUCIIO pa3psaaoB Ha anpec nmojacetu? Ha agpec xocra?
[aiite onpenenenue mapupyruzaropa. Yto Takoe nuio3?
KakoBa Tonosiorus coeMHEHMs MOJCETEN C MOMOIIBIO MapipyTu3aropa’?
. Kakne HacTpoiikn HEOOXOIMMO BBITOJHUTH, YTOOBI XOCTHI JBYX MOJCETEH, COEAMHEHHBIX Yepes3
MapIlpyTHU3aTOp, CTAIN BUACTH IPYT aApyra?
8. HaiiTe onpenenenue crnucka ymnpasienus goctynom (ACL). JIns kakux meneid oH UCTONb3yeTcs?
9. Kakwue cymecTByrOT TUIIBI B c1oco0bl co3nanus ACL-crimckoB?
10. KakoB CHHTaKCHMC UMEHOBAHHOTO PACIIMPEHHOTO CITHCKa?
11. Kakxum oOpa3oM CO3JaHHBIN CIMCOK MPUKPEIUIAETCs: K nHTepdeiicy Mapmpyru3aropa?
12. Kak npocMOTpeTh CIIMCKU J0CTyMa MapuipyruzaTopa? Kak ynaauTe criucok goctymna?
13. UYrto w3 cebs mpencrtaBiseT MIa0JIOH Macku TpaBuia crucka? Jlimg kakux 1ened oH
ucnosab3yercs? B yem ero ominuue oT Macku cetu?
14. Yto Takoe obOpatHas macka? Kakum oOpazoM e€ MOYKHO HCIOJB30BaTh ISl (POPMUPOBAHUS
mabJ0Ha MacKy MpaBuiia crucka?
15. KaxkoBo neiicTBue mab6soHOB host u any B nmpaBuiie ciiicka qoctymna’?

Bormpocs! 1s 3amuThl 1a60paTopHOi paboThI

«HacTpoiika cTaTH4eCKO MapIIpyTU3alun»
Jlaiite onpenenenue MapuIpyTH3aui, MapuIpyTa, TabauIbl MapIIPyTOB, MapIIpyTU3aTOpPa.
Kak coeqnHuTh MappyTu3aTopsl O MOCIeA0BaTeIbHOMY UHTEpdeicy?
Kak nactpauBaetcst untepdeiic MmapupyrusaTopa, noJKIF0UeHHbIN K BHEIIHEH ceTu?
Kak nactpauBaetcst unrepdeiic Mmapupyrusaropa, MoAKIIOUEHHBIN K BHYTpEeHHEH ceTu?
Kakum criocoObl 3a1aHrsa MapuIipyToB Bbl 3HaeTe?
Kak 3a7ath cTaTuueckuii MappyT K OIpeesIeHHOM ceTu?
K kakuM uHTEpdeiicam MappyTH3aTOpa MOXKHO MOAKIIOYUTE KOHEYHOE 000py10BaHHE?

Bomnpocs! u1s 3anmThl 1a00paTopHOil paboTh

«/luHamMudeckass MapIIpyTU3AHI»
HazoBute HazHaueHUs, JOCTOMHCTBA U HEJAOCTATKU MPOTOKOJA MapiIpyTHOH uHpopmaruu RIP.
Oco6eHHOCTH POTOKOJIOB JUHaMudeckoit Mapupyruzauuun EIGRP, OSPF? BGP.
Onumute cxemy padoTsl npotokoia RIP.
Onumute cxemy pabotsl mpotokona OSPF.
Kakue neiicTBust HEOOXOAMMO BBIIOJIHHUTH, YTOOBI HACTPOUTH NMpoToKoJa RIP Ha MapmipyTuzaropax?
Kak mpoBepuTh npaBUIIbHOCTH PaboTh! poToKosa RIP?
Kak coxpanuTh KOHGUTYpAIUIO MapIIPyTU3aTOPOB?
10
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Bomnpocs! uist 3ammThl 1a60paTOpHOi paboThI
«KoHpurypupoBaHnue ceTeBbIX CEPBUCOBY

1. Yto Takoe ceTeBas ciayxk0a, B 4eM COCTOUT OTIIMYHME CETEBOU CITy»KOBI M ceTeBoro cepuca? Jlaiire
OTIpe/ieNIeHUE TIOHSTHS TIOPT.
2. Jlaiite onpenenenue DHCP cepsepa? Kakoii cereBoii cepBuc obecnieunBaer? Ha ocHOBE Kakoro
IIPOTOKOJIa paboTaer, Kakue (QyHKIUH BhINonHseT? Kakue mopTel UCIOJIb3YIOTCSA?
3. Kakum oOpa3oMm Ha MmapmpyruzaTope KoHpurypupyercs myn I[P-agpecoB mist KOMIBIOTEPOB
oJib30Baresns?
4. Kakum o0Opa3oM Ha cepBepe KoHpUrypupyercs myn [P-aapecoB s KOMIBIOTEPOB MOJIB30BATENS?
5. Hanite ompenenenue FTP cepBepa? Kakoit cereBoil cepBuc obecrneunBaer? Ha ocHOBe Kakux
MIPOTOKOJIOB paboTaeT, Kakue (PyHKIHMH BbINONHsEeT? Kakne nopThl UCIIONIb3YIOTCSA?
6. Kakwue cymecTByroT ciocoOs! goctymna k FTP cepsepy?
7. Kakue mpoTOKOJIBI UCTIOIB3YIOTCS ISl 0OecTieueHust Oe30IMacHo# nepeaadu Gaiion?
8. Kak nacrpouts ciyxx0y FTP nHa cepepe?
9. Kakum 00pa3oM ¢ TIOJIhb30BaTEIBCKOTO KOMITBIOTEPA 3arpy3uTh (Daiiil Ha cepBep WM ¢ Hero?
10. [aiire onpeneneane HTTP (WEB) cepBepa? Kaxoii cereBoii cepuc obecrieunBaer? Ha ocHOBe
KaKoTo TpoTOKoJIa paboTaeT, Kakue (GpyHKIuH BeIMOHsAET? Kakue mopThl HCIIOIB3YIOTCS ?
11. Yro o3nauatot ab6peBuarypst HTML, URL, HTTPS?
12. Kak mnactpoutp Web-cepBuc Ha cepBepe? Kakum 00pa3oM MOXHO MPOBEPHTH €O
paboTOCIIOCOOHOCTH?
13. [laiite onpenenenne DNS cepepa? Kakoii cereBoii ceppruc oOecreunBaet? Ha ocHOBe Kakoro
MIPOTOKOJIAa padoTaeT, kakue GyHKIIUH BBIONHSAeT? Kaknue mopThl HCHOTB3YIOTCS ?
14. Yto Takoe TOMEHHOE MM, KaKOBBI ITpaBuia ero OpMUPOBAHHS ?
15. Kak wnactpouth DNS-cepBuc nHa cepBepe? Kakum 00pa3oM MOKHO TPOBEPUTH €T0
paboToCrocoOOHOCTD?
16. J[laiite onpenenenne EMAIL cepBepa? Kakoii cereBoii cepuc obecrieunBaer? Ha ocHOBe Kakux
MIPOTOKOJIOB paboTaeT, Kakue (GyHKITUU BBITIONHET? Kakue mopThel HCTIOIB3YIOTCS ?
17. Kak HacTpouWTh MOYTOBYIO Ciyx0y Ha cepepe? Kakum 00pa3oM MOXKHO TPOBEPHUTH €&
paboTocrnocoOHOCTH?

Bormpocs! 1s 3amumThl 1abopaTopHON padoThI

«Pa3paboTka KIMEHT-CEPBEPHBIX CETEBBIX MPUIIOKEHUID
1. KakuM 00pa3omM MpOUCXOAUT KOMMYHHKAIIUS MEXKY KJIMEHTOM U cepBepoM 1o npotokoiy TCP?
Yo Takoe coker?
Kakue KOMIOHEHTBI UCTIONIB3YIOTCS IIsl CO3/1aHuUs KJIMEHT-CEPBEPHBIX MPUITOKEHHI?
HazoBute ocHOBHBIE CBOMCTBA KOMIIOHEHTA CEpPBEpA.
HazoBute 0cHOBHBIE CBOIICTBA KOMIIOHEHTA KIIMEHTA.
Kakwue neficTBuUSs BBIIOTHSAIOTCS MIPH 3aIyCKE CEPBEPHOI YaCTH MPUIIOKEHHUS?
Uro Takoe kputudeckas cekuus? Kak 3anporpaMmMupoBaTh KPUTHUECKYIO CEKITHIO?
[TosicHuTe TUCTHHT TPOIEAYPHI OOCTYKUBaHHsI IIOTOKA 3aIIpoca Ha CepBepe.
[TosicHUTe TUCTHHT POLEAYPHI OTIIPABKHU 3aIllpoca ¢ KIHEeHTa Ha CepBep.
Kakum 00pa3oM MOKHO OpraHu3oBaTh Nepeaady cooOMEeHN MeX Ay KIHeHTaMU ?
Bomnpocs! u1s 3anmThl 1a00paTopHOi paboTh
«Konopurypuposanue decripoBoanoit cetu Wi-Fi»
Haiite onpenenenue 6€CrpoBOTHOM CETH?
Kakwue ocnoBubie ctanaaptel WLAN onpenensier IEEE? Uem onu otnnuatorcs?
Yro o3HauyaeT abOpeBuarypa Wi-Fi?
Kakue crangaptst WLAN ob6ecnieunBator ckopocTtH nepegauu 6ospiie 1 I'out/c?
Kakune pekomeHauu npucyTcTByoT B Habope npotokosos 802.11x?
Kakue ycTpoiicTBa n KaHaJIbI CBSA3U UCHOJIB3YIOTCS NP MOCTPOSHUH OECTIPOBOIHBIX ceTeil?
Ha3oBuTe OCHOBHBIX pa3HOBUIHOCTH UcTonb30BaHus Wi-Fi mpu mocTpoeHnn JT0KalIbHBIX CETEH.
Kak HacTpouTh KOMIBbIOTEP Ha MOJKIIOYEHHE B CETh Yepe3 OecpoBOIHBII poyTep?
11
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9. Kak HacTpouTh HOYTOYK Ha TOJKIIOYCHHE B CETh Yepe3 OeCIPOBOIHBIN poyTep?
10. Kak HacTpouTth cMapT(oH Ha MOJKITIOUYCHUE B CETh Yepe3 OeCIpOBOIHBINA poyTep?
11. Kakue HacTpoiKH HEOOXOIMMO BBITIOJIHUTH B «CETH MpOBaiiiepar?
12.  Yro coboii mpencrapiser TexHonmoruss NAT 1 a1 Kakux 1eliel OHa UCIOJIB3YeTCsI?

Bomnpocs! uist 3amuThl 1a00paTOpHOI paboTHI

«MOHUTOPHUHT CETEBOTO TpahuKa

JUist KakuX 1eneil mpoBOAUTCS MOHUTOPHHT Tpaduka cetn?
Kax BbITIOJTHUTH 3aXBaT CETEBOr0 Tpaduka padoueit cTaHuu?
Kax M0oxHO onpeienuTh NPUHAIJICKHOCTh MAKeTa Y371y CETU U MPOTOKOITY?
Kak nomyuuts 00111yt0 CTaTUCTUKY 110 3aXBaTy?
Kax monyunts nHbopMaImio o pactnpeneieHnu Tpaduka mo npoToxkogam?
Kakoii Tpaguk noteHuanbHo onaceH?
Haznauenwne u crpykrypa coobmienus nporokosa [CMP.
C6op u ananu3 naHHbIX mpotokosia ICMP no nokanbHbIM y3i1aM B iporpamme Wireshark.
Haznauenue u ctpykrypa aeiirarpamMmmsl mpotokosa UDP.
0. Coop u anamu3 ganHbIX npotokosa UDP B mporpamme Wireshark npu oOpamieHun K cepBepy
DNS.
11. Kak wucnmomssyercsi mpotokon UDP mpu ompenenenun I[P-ampeca xocta mo ero JOMEHHOMY
UMeHu?
12. Kakum o6pa3zom B crimcke makeTtoB UDP M0OHO HalTH 3aITUCh CTaHJIAPTHOTO 3aMpoca, K KaKoMy
60 xocty? Kakue cBeieHus coaepKaThCs B 3TOM CTpPOKe.
13. Kakum 00pa3oM M0 CBEICHUSM O CTaHIAPTHOM 3arpoce MOKHO omnpenesuth [P 1 MAC-aapeca
KOMITbIOTE€pa-UCTOUHHKA 3aIpoca, OCHOBHOTO 1110327
14. Kakwue cBenenus o crangaptHoM DNS-3ampoce coaepkarcs B okae User Datagram Protocol? B
oxxne Doman Name System (query)?
15. Kaxk u3MeHSAI0TCS poju UCTOYHKKA 1 HazHadeHus: B DNS-3anpoce 1 DNS-otBeTe?
16. Hasznauyenue u nmpuHIun padotsl mpotokona TCP.
17. Coop u ananu3 maHabix npotokosa TCP B mporpamme Wireshark.
18. Kaxk HaspIBaeTcs nporecc yctaHoBiaeHus1 ceanca TCP mexay kiaueHToM U cepBepom? M3 kakux
3TaroB OH COCTOUT?
19. Kakum 06pa3oM B CIIUCKE AKETOB HAUTH CEIMEHT IEPBOI0 dTara TPEXITAIHOrO0 KBUTUPOBAHUA?
Kak nepeiiTu Ha cieyronyii CECrMEHT TPEXAITAITHOTO KBUTUPOBAHMS ?
20. Kakwue cBenenus o cermente TCP comepxkarcs B okue Transmission Control Protocol?
21. Ha ocHoBaHuu kakoil uHpopmauu u3 3arojoBka cermenta TCP MOXHO cienaTh BBIBOJ O TOM,
yto coeaquHenue TCP nactpoeHo?
22. Kakum o6pazom B Wireshark MoxHO OTGHIBTPOBATH MAKEThl COCAMHEHHS MEXIY IABYMSI
cokeraMu?
23. Kak naiitu 3akmounTtenbHbiil naker TCP-ceanca?

RBOoo~Noar~WNE

Bonpocs! u1st 3anuThl 1a00paTopHOi paboTh
«Kondurypuposanue ceteBoii undpactpykrypsl [oT («yMHOTO HOMay)»
1. Jlaiitre ompenenenue TakuMm MoHATUSAM Kak «Uuayctpus 4.0», «lIpomsinuieHasiii MHTEpHETY,
«MHTEepHET Bele», «YMHOE NPEAIPUATHEY, «Y MHBIN JOM.
2. Kakue QpyHKIIMOHATIbHBIE YPOBHHU UMEET apXuTekTypa 10T?
3. UTto BBI OTHECeTe K ceTeBoil nHppacTpykType 10T?
4. V3 Kakux yCTpOWCTB COCTOUT MHTEIIEKTyalbHas TOMALIHSISI CEeTh?
5. Uto HeoOXouMO czenaTh, YToObl MOAKIIOYMTh HOBOE CETEBOE YCTPOMCTBO B MHTEIICKTYAJIbHYIO
JOMaIIHo ceTh? Kakue criocoObl MOKITIOUEHHs BBl 3HaeTe?
6. Kakum o6pazom nobasisieTcsi pOBOJHOE YCTPOUCTBO BBOA-BbIBOA?
7. Kak 106aBUTh 6€CIIpOBOJIHOE YCTPOICTBO BBOIa-BbIBOIA?
8. Kakum 00pazom HacTanBaeTCsi MHTEIJIEKTYaJIbHOE CETEeBOE YCTPOMCTBO?
12
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OneHouHble CpesicTBA AJIs IPOMEKYTOUHOM aTTECTALUU:

[Ipumepbl BONIPOCOB K SK3aMEHY 10 JUCLIUILINHE
CereBoil ¥ TpaHCIOPTHBIN ypoBHU Mojenu OSI.
Creku cereBbix mpoTokoiioB [IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSIL
Ha6op npotokosnos TCP/IP. Unkancynsmus.
Mexceresoui mporokon [P. IP-geiitarpamma.
[Tpotokosr o6MeHa ynpasisromumu coodmmenusmu ICMP.
[TpoToxon TpancnoptHOro ypoBHsi TCP. ®opmat cermenta. TCP-niopThI.
[TpoToxon TpancnoptHoro ypoBHsi TCP. Ycranosnenue coequnenus TCP. [lepenaua nanubix mo
METO/1y C IPUMEHEHUEM OKOH.
[IpoTokon TpancnoprHOro ypoHsi UDP.
®dopwmart anpecoB [Pv6.
Tunst anpecos IPv6: rinobanbHbli IOHUKACT, YHUKAJIbHBIE JIOKAJIBHBIE aJipeca, JOKaJbHbIE aJpeca.
Tuner anpecos [Pv6: MynbTHKAaCTOBEIE ajipeca, HeoTpeneIEHHBIHN anpec, loopback , anpeca [Pv4,
oToOpakeHHbIe B IPv6, anmsTepHaTHBHEIE ajpeca.
[TnanupoBanue noaceren [Pvo6.
OtobOpaxenue pusmdeckux aapecoB Ha [P-agpeca: mpoTokossr ARP u RARP.
[IpoTokos NDP.
MapipyTtu3zaiusi 1 aBTOHOMHbBIE CUCTEMBI.
[IpuHIKIIBI MapLIIpyTHU3AIUH.
Cratuyeckas 1 [MHAMUYECKass MAPLIPYTU3ALMSL.
[IpoTOKOJIBI AMHAMUYECKON MAapLIPYTU3ALINH.
JIMCTaHIIMOHHO-BEKTOPHBIE IIPOTOKOJIBI MapIIPYTU3ALUN.
I'moGanbHbIEe CETHU: OCHOBHBIE MOHATUS U ONPEETICHUs, (PYHKIIMU U CEPBUCHI, POCCUICKHE
rJ100aJIbHBIE CETH.
CtpykTypa 1 000py/10BaHHE TI00aTBEHOM CETH.
KomMmyTaTopsl 1 MapuipyTH3aTOph! ITI00AIBHBIX CETEH, yalleHHbIE MOCTBI.
MynbTUILIEKCOPBL.
Certu ¢ BbIIEIICHHBIMY KaHaJIaMU CBsI3U. PU3nyecKas BbIIEICHHAs JIUHUA CBsI3U. Pannopeneiinas
CBS3b.
Cetu ¢ BbIIeIEHHBIMU KaHaJaMHU cBs3U. LludpoBas BbleneHHas JMHUS.
CeTu ¢ KOMMYyTAaIMEN KaHAJIOB.
CeTu ¢ KOMMYyTaIMEN MTAKETOB.
[Tnesnoxponnas mudposas uepapxus PDH.
Cunxponnas nudposas uepapxus SDH.
MynpTHILIEKCOPBI U TOnoJI0rNU ceTe SDH.
Texnosornu yminotHeHnus ontuueckux kananos CWDM, DWDM u HDWDM.
CrpykTypa u TexHoJoruu cetu X.25.
Cetu Frame Relay: oOmiue cBeneHust, apXUTEKTypa.
Cetu Frame Relay: cTpykrypa u o60pynoBaHue, nojjiepxxka napamerpon QoS.
Texunonorus ATM: oOmue cBeneHus, apxurekrypa cereit ATM.
Texnonorus ATM: moaens ATM, kadecTBo oOciykuBanus QoS.
IP-cetn.
CeaHCOBBII, IPEACTABUTENBCKUN U TpUKIagHOW ypoBHU Moaenu OSI. IlpuknanHoil ypoBeHb
moaenu TCP/IP.
CeteBble CITyObl U CEPBHCHI.
Cnyx6a DNS: o6mue cBenenus, uepapxus umern DNS.
®opmar DNS coobuienwnii u tumsl 3amuceir DNS.
ABTOMaTH3aIMs KOHPUTYPUPOBAHUS CETEBBIX HHTEpdeiicoB, mpoTokon DHCP.
13
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43. CereBble npuiioxenus: ogHopanrosast (P2P) u daiin cepBepHas apXuTeKTyphI.

44. CeteBble MPUIIOKECHUS: KIIMEHT - CEpPBEPHAs apXUTEKTYpa.

45. Tpex3BeHHas apXUTEKTypa C CEPBEPOM IIPHUIIOKEHUM.

46. TunoBbIe CTPYKTYPHI KIIMEHTCKUX MPUIIOKCHUH.

47. PacnipeniesieHHbIE ceTeBbIe MPUIIOKEHMs. [[peBOBUAHASI apXUTEKTypa paclpeaeaEHHbIX CUCTEM

48. PacnipenenieHHbIe ceTeBbIe MpriokeHus. CrucTeMa mpsMoro oOMeHa TaHHBIMH.

49. BecripoBoiHBIE Cpe/bl Iepeaadn JaHHbIX. CUrHAIIBI [T iepeaadn nHpopMarmu. Mo gy st
curHayoB. [IpormyckHasi crtocoOHOCTh KaHaja.

50. Metozp! focTyma K cpefie B 0eCIpOBOIHBIX CETSAX. TeXHOIOrHs pacCIIMpEeHHOTO CIIEKTpa.

51. becnpoBoansie cetu WiFi. CemelicTBO cTaHIapTOB OecnpoBOIHBIX JIoKainbHbIX ceTreil IEEE
802.11x.

52. IpoextupoBanue cereii cemeiicta Ethernet.

53. Bri6op ceTeBoro 000pyA0BaHHMSI IT0 SKOHOMUYECKUM U TEXHUICCKHUM KPHTEPHUSIM.

54. Knaccugukanus cpeicTB MOHUTOPUHTA U aHAJIN3A.

55. AHanM3aToOpPhI CETEBBIX MPOTOKOJIOB.

56. CereBbie aHanm3aTopsl. KabenbHbIE CKaHEPHI U TECTEPHI.

57. IlonsTre u o0IacTu MpUMEeHEHUs cucteM peaibHOro Bpemeru (CPB).

58. Tlpomsmuiennsie cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP.

59. CereBas MHPPACTPYKTYpa MPOMBIIIICHHOTO MTPEITPHSITHSL.

60. Pacnipenenennsie cuctemsl ynpasienus, SCADA-cuctemsl, mpombinuieHHbIH Ethernet.

61. Uagyctpust 4.0, MHTEIIEKTYaIbHOE ITPOU3BO/ICTBO.

62. UnTepuer Bemeii (I0T): nousTre n 6a30BbIE MPUHIIATIBL

63. Apxutekrypa loT: ypoBHU CEHCOPOB M CEHCOPHBIX CETEH, IIJTI030B M CETEH.

64. Apxurtektrypa loT: cepBUCHBII YPOBEHb U YPOBEHb MPUIIOKCHHIM.

65. [lonstne n HopMmaTuBHas O6a3a cereid NGN.

66. OcobeHHOCTH PYHKIIMOHUPOBAHUS B apxuTeKkTypa ceteid NGN.

67. MyabTUIIPOTOKOJIbHASI TPAHCIIOPTHAS CETh

68. [Tognepxka kauectBa yciyr B ceTssx NGN. Texnonorus MPLS.

69. Cetu Future Networks.

70. Bupryanuzamus B Oyaymux ceTsX, BUpTyaibHas cetb LINP.

[Ipumep mpakTHUECKUX 3aJaHU, BHIHOCUMBIX Ha 3K3aMeH, JJIsl IPOBEPKHU NPAKTUYECKUX YMEHUN U
HABBIKOB CTY/ICHTOB IO JUCIUILINHE

JIns 3aIaHHBIX MCXOJHBIX JAHHBIX CETH paccumTaTh noiacetu IPv4. Anpec cetu: 172.21.0.0.
KomnuectBo mopacereii: 3. KosmuectBo xoctoB B mepBoil mojacetu: 490. KosuuecTBo XOCTOB BO
Bropoit mozaceru: 210. KonmudectBo XxocToB B TpeTheil moacetu: 40. B ceru, moctpoeHHOM B aiiie
zadachal, mpoBepUTh NPaBUIBHOCTH BBIOJHEHHBIX PACYETOB.

B ceru, nocrpoeHHoi B ¢aiine zadacha2 coemuauth mojcetd 1 u 3 Takum 006pa3om, 4TOOBI
XOCTBI TOJICETH | BUIENN XOCTHI MOACETH 3.

B certu, noctpoenHoii B ¢aiine zadacha4, usmeHuB Macky, 10OUTHCS, YTOOBI BCE XOCThI BUJICIH
npyr apyra. Hactpouts Web-cepBuc Ha cepBepe moaceru 0. Hactpouts cmyx0y DNS nHa cepsepe
MojiceT! 3 ¥ MPOBEPHUTH BOZMOKHOCTE IIPOCMOTpPa BeO-CTPAHHUIIL [0 TOMEHHOMY UMEHHU.

B ¢unmnane ucnonp3yercs cuctemMa ¢ TpaAULMOHHON IIKaIo0M OLleHOK — "oTiauyHo", "Xopomio",

"yIOBIETBOPUTENHHO", "HEYIOBIETBOPUTENbHO", "3auTeHO", "He 3auTeHO" (nanee - MATHOATUIbHAS
CUCTEMA).
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dopma IpOMEKYTOYHON aTTECTALUU IO HACTOSIEH NUCLHUIUIMHE — IK3AMEH.

[TpuMeHsieMble KPUTEPHH OICHUBAHUS 10 TUCHUIUIMHAM (B COOTBETCTBHUU C MHCTPYKTHBHBIM
nucbMoM HIY MDU ot 14 mas 2012 roga Ne 1-23):

Onenka Kputepun orieHKH pe3ynbTaToB
o 00y4eHHs 1o JUCIUTUINHE

JTMCLUTUINHE

«oTnu4HO»/ | BeIicTaBmisiercs: oOydaromemycsi, 0OHapY)KUBIIEMY BCECTOPOHHEE, CHCTEMaTHYECKOe U

«3aYTEHO riy0OKO€ 3HaHHE MaTepUAIOB H3YYEHHOW JUCHIUIUIMHBI, YMEHHE CBOOOIHO BBHITIOIHATh

(otmuyHO)»/ | 3amaHusl, TPEAYCMOTPEHHBIE MPOTPAMMOM, YCBOMBIIMM OCHOBHYIO W 3HAKOMBIA C

«3a4TEHO» JOTIONIHUTEIBHOW  JINTEpaTypod,  pEeKOMEHJOBaHHOW  paboueil  mporpammoit
JMCUUIUIAHBI, TIPOSIBUBIIEMY TBOPUYECKHE CHOCOOHOCTH B TMOHUMAHWH, U3JI0KECHUU U
WCTIOJIb30BAHNU MATEPHAJIOB M3YYEHHOW TUCIMIUIMHEI, O€3ylpeyHO OTBETHBIIEMY HE
TOJIKO Ha BOTIPOCHI OWJIeTa, HO M Ha JIOTIOJHHUTENIBHBIE BOIPOCH B paMKax pabodeid
MpOrpamMMbl  TUCIHMIUTHHBI, TPABWJIBHO BBIMOJHUBIIEMY TPAKTHYECKOE 3aJaHHe.
OneHka 1O AWCIUIUIMHE BBICTABISIOTCS OOyJaromeMycsi ¢ y4€ToOM pe3yibTaToB
TEKYIIETO KOHTPOJISL.
KomnereHmum, 3akperyi€HHbIE 3a AWCHUILUTMHON, CcHOpPMUpPOBaHBI Ha YpOBHE —
«OTATIOHHBIN.

«XOpoIoy/ BricTaBisiercs  oOyuaromiemycs, OOHapyXUBLIEMY IIOJJHO€ 3HaHUWE MarTepHuaa

«3a4TEHO W3YYEeHHOW JUCIMIUIMHBI, YCIENTHO BBINOJHSIIOMEMY IPETyCMOTPEHHBIE 3aTaHMUs,

(xopomro)»/ | yCBOUBIIEMY OCHOBHYIO JIMTEPaTypy, PEKOMEHJIOBAHHYIO pabodeil mporpaMMoi

«3aUTEHOY JUCHMIUIMHBI; MOKa3aBIIEMy CHCTEMaTHYEeCKHI XapakTep 3HAHMW MO JAUCUHUIUIMHE,
OTBETHUBILIEMY Ha BCE BONPOCHI OMJIeTa, NMPABWIBLHO BBINOJHUBIIMM MPAKTHUECKOE
3aJlaHue, HO JOMYCTHBUIMI NHpHU 3TOM HENpPUHIUNHAIbHbIE OMOKH. OleHKa o
JTUCLUIUIMHE BBICTABIISIOTCS OOydamomeMycss ¢ Y4€TOM pe3ylbTaTOB TEKYIIEro
KOHTPOJISL.
Kommnereniuy, 3akpemiéHHble 3a JUCHUILIMHOW, CGOPMUPOBAHBI HAa YpPOBHE —
«IIPOJIBUHYTHIN».

«ynoBneTBOop | BoicTaBusiercss oOyuwaromiemycs, OOHapyKHBIIEMY 3HAHHE MaTepuana H3ydeHHOU

UTENbHO»/ JTUCHUIUIMHBI B 00beMe, HeoOXOoAMMOM sl AajibHeilimeld y4eObl M MpeAcTosIie

«3aUTEHO paboTel mo mpodeccuu, CHpPaBISAIOLIEMYCS C BBIIOJHEHHEM 3aJaHuil, 3HAKOMOMY C

(YOoBIIETBOp | OCHOBHOHM JHMTEpaTypod, PEKOMEHIOBAHHOW paboyeil mporpaMMoil AUCHUILIMHBL

UTEJBHO)»/ JOMYCTUBILIEMY IMOTPEIIHOCTh B OTBETE Ha TEOPETHUYECKHE BOMIPOCHl W/WUIM MpPH

«3aUTEHOY BBITIOJIHEHUH TMPAKTHYECKUX 3aJaHuil, HO 00JajaroleMy HeOOXOJAUMBIMU 3HAHUSAMHU
JUIA WX YCTpaHEHWs] TOJ PYKOBOJACTBOM IperojaBarensi, Ju00 HEMpaBUIbHO
BBITIOJIHUBIIIEMY TMPAaKTUYECKOE 3aJaHue, HO 10 YKa3aHUIO [pernojaBaTens
BBITIOJIHUBIIEMY JIPYTUe MPAKTUYECKUE 3aJaHUsI U3 TOTO K€ pa3iena TUCIUILINHBL.
Kommnerenmuy, 3akpermiéHHble 3a JUCHUILTUHOW, CHOPMUPOBAHBI HAa YpPOBHE —
«TIOPOTOBBIN».

«HeynoBneTB | BricTaBisiercs oOydaromemycs, OOHapy>KUBILIEMY Cepbe3Hble MPOOeNbl B 3HAHHIX

OpHUTENBHO»/ | OCHOBHOTO MaTepHaja HM3y4€HHOW IUCLHMIUIMHBI, JAOMYCTHBIIEMY NPHHLIUIHAIBHBIE

HE 3a4TEHO OMOKM B BBINOJHEHWU 33JaHUM, HE OTBETUBIIEMY Ha BCE BOIPOCH Ouiera u

JIOTIOJTHUTEIbHBIE BOIIPOCHI M HEMPABUIIBLHO BBINOJHUBIIEMY IPAKTUYECKOE 3a/JaHUE
(HempaBWJIPHOE  BBITMOJIHEHHE TOJIBKO MPAKTHYECKOTO 3aJaHusi He SBJseTcs
OJIHO3HAYHON TNPHUYMHON JJIS BBICTABJIEHUS OLICHKHM «HEYJOBJIETBOPUTENbHOY»). Kak
IIPaBUJIO, OLICHKA «HEYAOBIETBOPUTEIBHO CTABUTCS CTYAECHTaM, KOTOPbIE HE MOTYT
NPOJOJDKUTh OOydeHHe 1o o0pa3oBaTelbHON MporpamMme 0e€3 JOMOJHUTEIbHBIX
3aHATHH 10 COOTBETCTBYIOLIEN aAucuuInHe. OIeHKa MO JTUCLHUIUINHE BBICTABIISIFOTCS
oOyyaronemycsi ¢ y4€ToM pe3yabTaToOB TEKYIEro KOHTPOJIS.
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Ouenka Kpurepuu onieHku pe3ynpraToB
o 00y4eHus 1o JUCUUIUINHE
JUCLMILINHE

Komnerennuu Ha ypoBHE «IIOpPOrOBBIM», 3aKpEIUIEHHBIE 3a JUCLUILIMHOM, HE
c(OpPMHUPOBAHEI.

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIHEUEHUE JUCHUITJINHBI
Y4edHoe u yueOHO-1a00paTopHOE 000py10BAHHE

st mpoBeaeHHs JeKIUOHHBIX 3aHITHI HCIIOIB3YeTCs yaeOHas Ay JUTOPUS IS IPOBEICHUS
3aHSATHIA CEMUHAPCKOTO THIIA, TPYIOBBIX ¥ WHIUBUAYAIBHBIX KOHCYIbTAIMH, TEKYIIErOo KOHTPOJIS U
MIPOMEXYTOUYHOM aTTeCTallui, OCHALIEHHas CHEelMATU3UPOBAHHOM MeOEenblo; JTOCKON ayauTOPHOM;
JI€MOHCTPAIIMOHHBIM O00OpYJIOBaHUEM: MEPCOHAIBHBIM KOMIBIOTEPOM (HOYTOYKOM); IMEPEHOCHBIM
(cTanlMOHApHBIM) TPOEKTOPOM.

Jist mpoBeneHusl 3aHATHH JaGOPATOPHOIO THIA HCIOJL3yeTCs ydeOHAs ayIuTOpHS IS
71a00paTOpPHBIX PabOT, BBIMOIHIEMBIX B KOMIIBIOTEPHOM KJIacce, OCHAIECHHAS CIIeIHATH3UPOBAHHOM
MeOeNbl0; JOCKOW  ayJAWTOPHOW; TICPCOHAIBHBIMH KOMIIBIOTEPAMH, CBS3aHHBIMH  JIOKAJILHOM
BBIYUCIIUTENIFHON CEThIO ¢ ToAKIIOYeHHueM K cetn HWutepHer m aoctynom B DUMOC dummana,
YKOMIUICKTOBaHHAsE CTOHWKOW C aKTUBHBIM CETeBBIM O00OpyJOBaHHEM (KOMMYyTaropamMu |
MapIpyTH3aTOPaMH).

s camocTosiTeNIbHON PadoThl 00y4aKIIUXCH MO0 JUCHUIUIMHE HCIOJb3YETCs MOMEIIECHUE
JUTSI CAMOCTOSATEILHON pab0Thl 00YJarOIINXCs, OCHAIIEHHOE CTICITHATM3UPOBAHHOW MeOebI0; JOCKON
ayTUTOPHOM; MEpPCOHAIbHBIM KOMIIBIOTEPAMH C MOJKIIOYEHHEM K ceTh VHTepHeT W AO0CTyroMm B
OUOC dunmana.

IIporpammMHoe o0ecrieyeHue

[Ipu npoBeaeHNH JTEKIIMOHHBIX 3aHATUH MpeycMaTpPUBAETCs UCIIONIb30BaHKe akeTa Microsoft
Office (cuctema st MOATOTOBKY U MTpOBeIeHMs npe3eHTaruii Microsoft Power Point).

[Ipu npoBeaeHun 1a00PATOPHBIX PAOOT CTyICHTAMU MPEyCMATPUBAETCS UCIIOJIb30BAHNE
cumyIsaTopoB cetu nepenaun ganubix NetEmul, Cisco Packet Tracer, ananusatopa ceTeBbIX
npotokosioB Wireshark, cpemst paspadorku Delphi 8 coctase Embarcadero RAD Studio u TekctoBoro
penakropa Microsoft Word s ohopmitenust oT4eToB.

8. OBECIIEYHEHHUE OBPA30OBATEJIbBHOI'O ITPOIECCA AJIA1 JINLL
C O'PAHUYEHHBIMHA BO3MOKHOCTAMMU 31OPOBbs 1 UHBAJIMOB

B xone peam3aniui AUCHUIITIMHBI HCIIOJIB3YIOTCA CJICAYIOIIHUE MOOIIOJIHUTCIIBHBIC MCETObL
O6y‘IeHI/IH, TEKYHICTO KOHTPOJIA YCIICBACMOCTU U HpOMC)KYTOQHOﬁ aTTeCTalnu 06yqafoumxc;1 B
3aBUCHUMOCTH OT UX UHANBUAYAJIbHBIX 0COOEHHOCTEH:

JUISI CJIeNbIX U CJIa00BUASIINX:

- Jekuuu OGOPMISIOTCS B BHUIE OJIEKTPOHHOTO JIOKYMEHTA, JOCTYTHOTO C IOMOIIBIO
KOMITBIOTEPA CO CHEIHATN3UPOBAHHBIM MPOTPAMMHBIM 00eCTIeUeHHEM;

- TMCBMEHHBIE 3a/laHUs  BBINOJHAKOTCS HA KOMIIBIOTEPE CO  CIEHHMAIM3UPOBAHHBIM
MPOrPaMMHBIM 00eCTIeYeHUEM, UITU MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrieunBaeTCs MHAWBUyaIbHOE paBHOMEpPHOE ocBelieHrne He menee 300 mrokc;

- Ui BBITIOJIHEHHUS 3aJaHusl TpPH HEOOXOJUMOCTH TMPENOCTaBISETCS YBEIHMYMBAIOIIEE
YCTPOMCTBO; BOZMOXKHO TaK)K€ MCIIOJIb30BaHHE COOCTBEHHBIX YBETMUUBAIOIIUX YCTPONCTB;

- MICHMEHHBIE 3a/1aHUsI O(POPMIISIFOTCS YBETHUEHHBIM HIPUPTOM;
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- 3a4€T MPOBOJUTCS B YCTHOU (popMe MU BBITIOJIHAETCS B TMCbMEHHOM (popMe Ha KOMITBIOTEPE.

AJIS1 TJIYXHX U ¢J1200CIbIIAIINX:

- KUK O(OPMIISIOTCS B BHJIE 3JIEKTPOHHOTO JOKYMEHTA;

- MACHMEHHBIE 33JJaHHS BHITIOJIHAIOTCS HA KOMITBIOTEPE B MUCHBMEHHOMN (hopMe;

- 3a4€T MPOBOAMTCS B MHCbMEHHON (opMe Ha KOMIBIOTEpPE; BO3MOKHO MPOBEJCHUE B (opMe
TECTUPOBAHUS.
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AJIS JIML ¢ HAPYLIEHUSIMH OTIOPHO-IBUIaTeIbHOI0 anmnapara:

- JeKuuu OQOPMIIIOTCS B BHJE JIEKTPOHHOTO JOKYMEHTA, IOCTYHMHOTO C TIOMOIIBIO
KOMIIBIOTEPA CO CIIEUATN3NPOBAHHBIM IIPOTPAMMHBIM 00eCIIeueHUEM;

- TMCbMEHHbBIE 3a/laHUsl BBIIOJHAIOTCA HA KOMIBIOTEPE CO  CIEUUAIU3UPOBAHHBIM
MIPOrPAMMHEIM 00€CIICUeHUEM;

- 3a4éT TPOBOAMTCA B YCTHOW (opMe WM BBIOJHSETCS B MHUCHBMEHHOW (opme Ha
KOMIIBIOTEPE;

- HCIOJNB3YeTCs clienuanbHas ydeOHas aymuropus s nuil ¢ JIOB3 — ayn. 106 rmaBHOTrO
yuebHOro Kopmyca mo anpecy 214013, r. CwmoneHck, OHepretmdeckuid mp-a, A.1, 3manue
SHEPTreTUUECKOTO HHCTUTYTA (OCHOBHOM KOPITYC).

[Ipn HEOO6X0IMMOCTH MPEAYCMAaTPUBACTCS YBETMUEHUE BPEMEHH ISl IOATOTOBKU OTBETA.

[Ipouenypa npoBeaeHNs MPOMEXKYTOUHOM aTTecTaluy Uil 0OydaroUIUXCsl YCTaHABIMBAETCS C
y4€TOM MX MHJMBUIYAIbHBIX MCUX0(pU3NUECKUX ocobeHHocTel. [IpoMexyTouHas arTecTanus MOXKET
IIPOBOANTHLCS B HECKOJIBKO ITAIOB.

[Ipn npoBeaeHHMH TpOLEAYPHl OLIEHUBAHUS PE3YJAbTaTOB OOY4YEHHS IpelycMaTpUBAEeTCs
HCIIOJIb30BaHUE TEXHUYECKUX CPENICTB, HEOOXOJUMBIX B CBS3M C MHIUBUIYAJIbHBIMU OCOOCHHOCTAMU
oOyJaromuxcsi. DTH CPelICTBA MOTYT OBITh NPEAOCTaBIEHBI (DUIHAIOM, UM MOTYT HCIIOJIb30BATHCS
cOOCTBEHHBIE TEXHUYECKUE CPEICTBA.

[IpoBenenue mpoueaypbl OLIEHUBAHUS Pe3yIbTaTOB 00yUEeHHsI JJOIYCKAeTCsl C UCTIOIb30BaHUEM
JMCTAaHIIMOHHBIX 00Pa30BaTENIbHBIX TEXHOIOTUH.

ObecrnieunBaeTcst AOCTYN K MH(OPMALMOHHBIM U OubJMorpadguyeckum pecypcam B ceTH
HNuTepHer a5 kaxaoro oOyyaromierocs B popmax, aIarnTHPOBAHHBIX K OTPaHUYEHUSIM UX 3JJ0OPOBBS U
BOCIIPUSTHS HH(DOPMALIUHU:

AJISl cJIenbIX M c1a00BUASIIIUX:

- B Ie4aTHOU (popme yBemnueHHBIM IpUdTOM;

- B opMe IEKTPOHHOTO IOKYMEHTA;

- B hopme ayauodaiina.

Al TJIYXHX U ¢J1a00cabIanmx:

- B IeyaTHou popme;

- B popMe PIEKTPOHHOTO TOKYMEHTA.

AJ1s1 00y4aroIuXxcsl ¢ HApyIeHUsIMU ONIOPHO-/IBUTaTeIbHOI0 aNnapara:

- B IeyaTHou popme;

- B popMe IEKTPOHHOTO JIOKYMEHTA;

- B hopme ayauodaiina.

9. YHEBHO-METOJNUYECKOE U UTHOOPMAIIMOHHOE OBECIIEYEHUE
JUCIHUITVINHBI

OcHoBHas JiuTeparypa.

1. Kyry3os O. 1. UHpOKOMMYHHKAIIMOHHBIE CUCTEMBI U CETH [3JEKTPOHHBIN pecypc]: yueOHuK /
O. U. Kyry3os, T. M. Tarapuukosa, B. B. llexanoBckuii. — Canxr-IletrepOypr: Jlans, 2020. — 244 c.
Pexxum mocryma: https://e.lanbook.com/book/136177.

2. Kosran H.M. KoMIistoTepHble ceTu [31eKTpOHHBIH pecypc]: yuebHoe nocodue / H.M. Kosras.
- MuHck: PUIIO, 2019. - 180 C. Pexum JlocTymna:
https://biblioclub.ru/index.php?page=book&id=599948.

3. Tempbyx C.C. Cetu OBM U TelneKOMMYHHKAllMM. ApPXUTEKTypa W OpraHu3alus
[anexTpouHBIN pecype]: yduebHOoe mocodue / C.C. I'enbOyx. — Cankt-IlerepOypr: Jlans, 2019. — 208
c. Pexxum nocryma: https://e.lanbook.com/book/118646.

4. OCHOBBI JKCIUIyaTalliM KOMIIBIOTEPHBIX CETEeH [IJEeKTPOHHBIA pecypc]: y4dyeOHUK yis
6akanaBpoB: / JLH. lemunoB. — MockBa: IIpomereir, 2019. — 799 c. Pexum pocryna:
http://biblioclub.ru/index.php?page=book&id=576033.
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5. bBacems E.A. CucremHoe aIMUHHCTPHpPOBaHWE U HWH(POpPMAIMOHHAs OE€30MacHOCTh
[anekTpoHHBIA pecypc]: ydeOHoe mocobue/ E.A. Baceins; HoBocuOMpckuii ToOCynapCTBEHHBIN
TeXHUYECKU yHuBepcuteT. — HoBocuOupck: HoBocuOMpCKUiT TOCYAApCTBEHHBIM TEXHMYECKHMA
YHUBEPCHUTET, 2018. — 79 c. Pexum JI0CTyTa:
URL.: https://biblioclub.ru/index.php?page=book&id=575325.

JlonoJiHUTeIbHAA JIUTEpaTypa.

1. BbryuciuTenbHbIE CUCTEMBI, CETH U TEJIEKOMMYHHUKAIIMHU [3JEKTPOHHBIA pecypc]: ydeOHoe
noco6ue / aBT.-cocT. C.B. Bymbik, A.C. Kpectaukos, A.A. Py3akos; mox o6mr. pea. C.B. Bympsik u ap.
— YensiOuHck: UI'uK, 2016. — 116 c. Pexxum JOCTyTA!
http://biblioclub.ru/index.php?page=book&id=492739.

2. Konkep A.b. TexHonmoruum ceTeBbIX KOMMYHHUKAIIUH [3JIEKTPOHHBIN pecypc]: ydeOHo-
Meroanuyeckoe mnocodbue: / A.b. Konkep; HoBocuOupckuii rocyaapcTBEHHBIM TEXHHUYECKUM
yauBepcureT. — HoBocubupck: HoBocubupckuii rocyiapcTBeHHbIN TeXHUUECKUN yHUBepcuret, 2016.
— 92 c. Pexxum nocryna: https://biblioclub.ru/index.php?page=book&id=576690.

3. Huxudopos C. H. Meroasr 3ammrel wHpOpMANuu. 3allUIIeHHbIE CETH [JIEKTPOHHBIH
pecypc]: yuebnoe mocobue / C. H. Hukudopos. — Canxr-Iletepoypr: Jlann, 2018. — 96 c. Pexum
noctyma: https://e.lanbook.com/book/110935.

4. Mboiiona D. be3omacHOCTh ceTell [IeKTPOHHBIN pecypc]: ydeOHOe mocobue. — 2-e m3a. / D.
MboiiBoa. — Mocksa: UHTYHT, 2016. — 571 c. Pexxum moctyna: https://e.lanbook.com/book/100581.

5. 'yneBuu JI. CeTn CBS3M CIEAYIOMIETO MOKOJEHUS [ DNEKTPOHHBIN pecypc]|: yueOHbIl Kypce //
WWW.INTUIT.RU: opunmanehsiii caiit Hanrionansnoro OtkpbsiToro YHuepcuteta «MAHTYUT».
Pexxum noctyma: https://www.intuit.ru/studies/courses/1150/157/info.

6. XKypnan «CeTu 1 CHCTEMBI CBSI3U» [3JIEKTPOHHBIN pecypc]: http://www.ccc.ru.

7. Kypnan «TenexkoMMyHHUKALTHI [27EKTPOHHBIM pecypc]:
http://www.nait.ru/journals/index.php?p_journal_id=9.

CnucoK aBTOPCKUX METOAHYECKHUX Pa3padoToK.

Metonuueckoe obecriedeHre mo auciuiuinie «CeTeBble TEXHOJIOTUI» BKIIIOYAET CIIEAYIOUINe
aBTOpPCKHE pa3pabOTKu:

— KOMIUIEKT JIEKIUi B opMaTe MyJIbTUMEIUITHBIX MPE3eHTaIH;

— METOJMYECKHE YKa3aHUs K 1JabopaTOpHBIM padoTaM.

Y4eOHOo-MeToAMYECKrEe MaTepraibl pa3MeIleHbl Ha pecypcax Kadeapsl.
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